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In the article, the authors propose the implementation of organizational and legal
measures to ensure the human right to information, namely: to supplement the provi-
sions of Article 34 of the Constitution of Ukraine, Articles 3 and 5 of the Law of Ukraine
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Offenses; to establish a Ministry of Information Policy,; and to improve the information
campaign aimed at countering Russian communication warfare.
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Target setting. On 24 February 2022, the Russian Federation
launched a full-scale invasion of Ukraine. Extending beyond military ac-
tion, they initiated a dynamic information campaign involving the dissemi-
nation of fake news and propaganda, as well as the deployment of pro-
Russian influence agents. The aim was to discredit our state and its authori-
ties in the eyes of the international community and Ukrainian society.

Under such circumstances, information ceases to be safe, and
individuals become objects of manipulation, incitement of distrust,
and dissemination of disinformation. The strengthening of the ad-
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versary’s position in the information space negatively impacts not
only the human right to information but also national security. The
deformation of citizens’ consciousness, the creation of narratives
favorable to the enemy among them, and the provocation of conflict
within one society — all of this constitutes a real threat to the sover-
eignty and territorial integrity of the state, its constitutional order,
and, as a consequence, to the level of protection of human rights.

Actual scientific researches and issues analysis. Issues related to
the protection of the human right to information, including during the
period of martial law, have been studied by several Ukrainian scholars,
including V. S. Polytanskyi, O. V. Biloskurska, M. D. Fedorchuk,
L. Vakariuk, A. L. Pravdiuk, among others.

The Purpose of the Article. The purpose of this article is to ex-
amine the peculiarities of ensuring the human right to information
under martial law and to develop organizational and legal founda-
tions for its protection.

The statement of basic materials. Ukraine is a young state that
has become a defender of democracy and freedom in Europe, con-
fronting a terrorist state — the Russian Federation. Amid full-scale
invasion, when fierce battles rage on one front and missiles and
drones rain down on civilians on another, Ukraine continues to build
its statehood in accordance with European values, particularly the
rule of law and the protection of human rights and freedoms.

At the same time, Russia's status as an aggressor state that system-
atically violates human rights poses a serious threat to the implementa-
tion of a wide range of rights and freedoms, especially the right to in-
formation. This right is arguably the primary object of enemy attacks,
as communication is used to undermine Ukraine’s authority on the in-
ternational stage and to shape pro-Russian ideas in the worldview of
Ukrainian citizens.

The right to information is enshrined in Article 34 of the Consti-
tution of Ukraine, which states that: «Everyone is guaranteed the
right to freedom of thought and speech, and to the free expression of
their views and beliefs. Everyone has the right to freely collect,
store, use and disseminate information by oral, written or other
means of their choice. The exercise of these rights may be restricted
by law in the interests of national security, territorial integrity or
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public order, to prevent disturbances or crimes, to protect the health
of the population, the reputation or rights of others, to prevent the
disclosure of confidential information, or to maintain the authority
and impartiality of the judiciary» [1].

Based on the above, it can be argued that under the Basic Law of
Ukraine, the human right to information encompasses the following
system of rights: 1) the right to freedom of thought and speech; 2) the
right to freely express views and beliefs; 3) the right to freely collect
information; 4) the right to freely store information; 5) the right to
freely use information; 6) the right to freely disseminate information.

At the same time, these rights may be restricted in cases provided
for by law. In our opinion, the most relevant restriction today concerns
national security. According to Article 1, Part 1, Clause 9 of the Law of
Ukraine «On National Security», national security of Ukraine is defined
as «the protection of the state's sovereignty, territorial integrity, demo-
cratic constitutional order and other national interests of Ukraine from
real and potential threats» [2]. We believe that, in the context of nation-
al security, the affirmation and protection of human rights and freedoms
necessarily include the defense of the democratic and constitutional
order, since the implementation of the rule of law is enshrined as a duty
of the state under Article 3 of the Constitution of Ukraine.

In comparison with the Basic Law, the Law of Ukraine «On Infor-
mation» was also examined. Article 5 of this law states that «Everyone
shall have the right to information, which implies the possibility of
freely receiving, using, disseminating, storing, and protecting infor-
mation necessary for the exercise of their rights, freedoms and legiti-
mate interests. The realization of the right to information shall not in-
fringe upon the civil, political, economic, social, spiritual,
environmental and other rights, freedoms and legitimate interests of
other citizens, as well as the rights and interests of legal persons» [3].

Thus, according to the Law of Ukraine «On Information» the human
right to information includes the following components: 1) the right to
freely receive information; 2) the right to freely use information; 3) the
right to freely store information; 4) the right to protect information.

The last component, in the context of domestic legislation, should be
considered in relation to the protection of restricted-access information.
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It is also important to emphasize that the Ukrainian state under-
takes to guarantee the human right to information. A notable and
recent example concerns the media’s dissemination of the statement
that «Ukraine is partially withdrawing from certain provisions of the
Convention for the Protection of Human Rights and Fundamental
Freedoms». This news caused a significant public reaction and, in ef-
fect, threatened public trust and the image of state institutions through
manipulation of citizens’ consciousness. On the same day, a number of
civil society actors and public officials provided commentary clarifying
that the media materials had misrepresented the facts.

Almost immediately, government representatives issued official
comments, thereby safeguarding both national security and the human
right to information. This is not an isolated case. Considerable amounts
of information are disseminated in ways that favour the enemy, and this
happens methodically and over long periods of time.

For many years, Russia has systematically driven wedges between
Ukrainian society and the armed forces, and between different groups
within those communities [4, p. 325]. For example, as early as the 2000s
in Crimea, pro-Russian politicians circulated leaflets from Nataliya Vit-
renko that depicted a goblin hand labeled «NATO» with a swastika,
placed over the Crimean peninsula. NATO was portrayed as a Nazi oc-
cupying force, while only the then-leader of the Progressive Socialist
Party (now known as a collaborator) was presented as capable of
«saving» Ukraine.

In 2024, Russian propaganda actively promoted narratives
aimed at causing division and weakening Western support for
Ukraine. Among these is the narrative that «the West is tired of
Ukraine and has lost interest in assisting it». This messaging targets
both the political landscape and public opinion, provoking doubt
about the necessity of continued aid and support.

In the temporarily occupied territories, Russian forces use a variety of
tools in their arsenal of communication warfare, many of which are remi-
niscent of Soviet methods. These include the dissemination of propaganda
posters. More contemporary tactics involve blocking Ukrainian internet
providers, radio, and television; broadcasting Russian media; and introduc-
ing a new school curriculum embedded with propaganda elements.
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A significant number of Telegram channels have been estab-
lished in the occupied regions. The core narrative across all media
controlled by the occupation authorities is the claim that «Ukraine is
shelling the territories seized by Russia». In the occupied part of
Zaporizhzhia Oblast, a radio station controlled by the occupation
authority, Radio Crimea, began broadcasting in late March, as re-
ported by local television channel Za!TV. One of its main projects
was dedicated to Russian military personnel, according to media
sources. In addition to Za! TV and Radio Crimea, the region also
hosts Za!Radio and Radio Sputnik. A printed newspaper titled Za-
porizhzhia Herald is distributed free of charge, with a reported circula-
tion of 300,000 copies last year, according to local sources [7]. Effec-
tively, an information ghetto has been created. Russia seeks to replicate
this model across all newly occupied Ukrainian territories [8].

Russian forces do not shy away from using platforms that they
themselves have declared «prohibited». In social media, Russian intel-
ligence agencies launch attacks on Ukrainians via troll farms, video and
audio fakes, propaganda clips, intrusive advertisements, pseudo-
Ukrainian or cloned Telegram channels, and spam campaigns [9].

Beyond their primary aim — spreading propaganda and advanc-
ing pro-Russian narratives on social networks, since the onset of the
full-scale invasion, Russian troll farms have acquired several new
objectives: 1. to sow panic among the population and incite regime
change through neighborhood, school, and residential chat groups
by integrating into community-level discussions; 2. to mass-
distribute bomb threats targeting various institutions, shopping cen-
ters, schools, and hospitals — tactics employed even before the inva-
sion began; 3. to influence individual Ukrainian military personnel,
urging them to lay down arms and defect to the enemy side [10].

According to Mariia Sahaidak, Head of the Strategic Communications
Department at the Center for Strategic Communications and Information
Security, the enemy continuously adapts its methods for creating fake
news: «We tend to believe that anonymous Telegram channels were the
main source of disinformation, but now TikTok is gaining momentum —
Russia is employing numerous anonymous bloggers to conduct campaigns
discrediting Ukrainian authorities and both political and military
leadership» [11]. The enemy utilizes not only information as a tool, but
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also human resources — in particular, agents of influence, including collab-
orators who voluntarily cooperate with occupation authorities and spread
pro-Russian narratives on social media.

For instance, in the Bilozerka community, an employee of
a pharmaceutical company agreed to work with the occupying ad-
ministration, assuming the position of «Chief of the Medical Divi-
sion at the Central District Hospital». He also shares pro-Russian narra-
tives online. Additionally, law enforcement identified a collaborator-
journalist working for the propaganda channel Tavria — a 58-year-old
man registered in Zakarpattia Oblast, operating under a pseudonym. On
social media and Tavria TV, he conducts pro-Russian propaganda tar-
geting the Armed Forces and Ukrainian government [12].

These are just a few cases drawn from the broader context of
contemporary information warfare, but their frequency is striking.
For many years, Russia has used information as a weapon to influ-
ence public consciousness, and often successfully. Distorted histori-
cal claims (e.g., that Ukraine was created by Lenin, or that Crimea was
«gifted» by Khrushchev), narratives about «three types of Ukrainiansy,
threats of nuclear war, and constant psychological operations — all of
these threaten Ukraine’s constitutional order and, accordingly, under-
mine the protection of the human right to information.

In our view, state policy requires amendments and the implementa-
tion of a series of more decisive measures in the sphere of protecting
the human right to information. We propose a comprehensive approach,
namely: improving legal regulation, reforming institutional structures,
and enhancing the national information campaign.

1. Improvement of Legal Regulation. In our opinion, reforms
should begin with the law holding the highest legal force. When analyz-
ing the provisions of Article 34 of the Constitution of Ukraine, we iden-
tified a range of rights that, according to the national legislator, are
components of the right to information. However, one essential element
is absent — namely, the explicit recognition of an individual’s right to
safe information or a safe informational environment. This might be
inferred from the second part of the same article, which lists the
grounds for limiting the right to information.

Nevertheless, a restriction of the right to information and a right
to safe information are not synonymous, though they are related in
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cases where ensuring the right to a safe information space necessi-
tates restrictions on other information flows.

We propose amending the wording of the first part of Article 34
of the Constitution of Ukraine as follows: «Everyone shall have the
right to freely collect, store, use, and disseminate information orally,
in writing, or by other means of their choice, and to enjoy a safe in-
formational environmenty.

This amendment would not only constitutionally enshrine the hu-
man right to a safe information environment but also recognize it as a
fundamental right, thereby obligating governmental and local authori-
ties to take more decisive action to ensure its effective protection.

In addition, it is necessary to revise the wording of the Law of Ukraine
«On Information», specifically paragraph 7 of Part 1, Article 3. We pro-
pose replacing «ensuring the information security of Ukraine» with «ensur-
ing the information security of the individual and Ukraine». Furthermore,
we suggest amending Part 1 of Article 5 by adding a second paragraph:
«Everyone has the right to a safe informational environment».

We also find it appropriate to supplement Chapter 14, Article
173" of the Code of Ukraine on Administrative Offenses with a pro-
vision that introduces liability in the form of a fine for disseminating
false rumors or distorted information among the population via the
media. Based on the example involving the misrepresentation of
information about the European Convention on Human Rights in
domestic media, we believe that establishing administrative respon-
sibility could help prevent similar incidents in which editors and
journalists, in pursuit of publicity, threaten national security and vio-
late the human right to accurate information.

2. Reform of Institutional Foundations of State Information Pol-
icy. In order to effectively protect society in the information domain,
we consider it appropriate to reorganize the central executive body
responsible for information security — the Ministry of Culture and
Information Policy. Given the scale of enemy information attacks,
a ministry that simultaneously oversees both cultural and informa-
tional policy is not capable of exercising its authority effectively.

We recognize that during martial law, the creation of a separate
central executive body may seem inappropriate due to financial con-
straints. However, under the present conditions, the information
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front can be equated with the military front. A dedicated Ministry of
Information Policy would focus exclusively on the information
sphere — proposing legal regulations in this area and developing new
strategies to counter hostile disinformation.

3. Information Campaign to Counter Russian Communication War-
fare. Public information outreach holds a fundamental advantage in
ensuring the right to information, as Ukraine cannot impose total and
harsh censorship even during martial law for several key reasons:

1. Such measures would contradict international human rights stand-
ards, since total censorship does not constitute information restriction, but
rather its complete prohibition. This would violate the human right to
information and could harm Ukraine’s international reputation, particu-
larly in comparison with practices of the Russian Federation.

2. Ukraine neither can, nor should, aim to fully control the information
environment. This environment includes not only media and social net-
works, but also interpersonal communication and the information space
within temporarily occupied territories beyond the state's effective control.

The creation of a separate central executive body for implementing
state information policy may require significant time. Meanwhile, the
human right to information must be protected now. Therefore, we pro-
pose involving one of the existing governmental initiatives.

At present, the Ministry of Culture and Information Policy over-
sees the Center for Strategic Communications, whose core mission
is to counter Russian disinformation. We view this platform as
a resource hub for Ukraine’s information campaign.

Upon reviewing the official website of the Center for Strategic
Communications, we found a section containing training sessions and
methodological resources for public servants working in the field of
strategic communication. However, we did not find similar educational
resources for the general public. We propose creating such content for
all citizens who are not affiliated with the civil service.

Since the Center's aim is to provide verified information in re-
sponse to hostile information-psychological operations, but it is not
always able to immediately address every piece of disinformation,
we propose the following solution: in cooperation with the Ministry
of Digital Transformation of Ukraine, a chatbot called «YeFake»
should be introduced in the «Diia» mobile application. This feature
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would allow users to submit information they suspect to be false.
The staff of the Center for Strategic Communications would verify it
and publish a corresponding article on their website.

In addition to trainings, we also recommend the development of
a universal guidebook for Ukrainian citizens, which would include
key features of information-psychological operations; main tools of
the enemy in communication warfare; practical tips for protecting
oneself in the information environment; links to training materials
and strategic communication guidelines from the Center; direct ac-
cess to the «YeFake» chatbot in the «Diia» app.

This guide should be distributed in all public institutions and
published on the websites of state and local government bodies to
ensure wider public awareness of its availability.

Conclusions. The conducted research has demonstrated that under
martial law, the Russian Federation, as an aggressor state, systematical-
ly violates the human right to information. The adversary employs a
wide range of tools of communication warfare across all domains of the
information space: occupied territories, internet platforms, social net-
works, the international media environment, and offline settings. In the
context of widespread dissemination of distorted data, information
ceases to be secure, thereby posing a threat to national security and
leading to violations of the right to information.

In order to ensure adequate protection of the human right to infor-
mation, the authors propose a set of organizational and legal measures,
namely: amending the Constitution of Ukraine, the Law of Ukraine «On
Information», and the Code of Ukraine on Administrative Offenses; estab-
lishing a separate Ministry of Information Policy of Ukraine; developing
online training modules, methodological recommendations, and informa-
tional leaflets for Ukrainian citizens; disseminating these materials in pub-
lic institutions and on the official websites of state and local authorities;
and, in cooperation with the Ministry of Digital Transformation of Ukraine,
creating a new feature called «YeFake» within the Diia mobile application.
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